


Personal data is a strange commodity. Cyber thieves can buy huge quantities of personal data on the black
‘market for very little, yet your own personal datais hugely valuable to you. If your personal data falls into the
wrong hands, it could lead to identity theft, bank fraud or something even more sinister such as stalking. The
severity of that threat is multiplied when it comes to the personal data of children, when threats such as
internet grooming begin to emerge. The bad newsis that children aren'talways great at safeguarding
sensitive information, which is why they need parents’ help and guidance. That's why we've created this guide
to show you how you can protect your own and your family’s personal data.

EVERY DETAIL ISKEY

Which info should you be wary of J

DANGEROUS GAMES National ’ @ ®

Social media sites, such as Facebook, encourage
us to share sensitive information in order to
build our online profiles. Many people are Iulled
into xhlnklnq that only their friends can se
such information, but ﬂ\:t’smelymense
Such Informatlon can easily be shared with
“friends of friends’ or even anyone searching for
you online because privacy settings are
ue. Keep social media profiles to the bare

mlnlmum If you wouldn't be comfortable

\arvest as much of this information as hanging a sign with that information on your children on the dangers on online chat in
gosilbh, 5o don't make it easy for them front door, don't enter it into social media sites. 'games and take safeguards to protect

y publishing it anywhere online. children.

sharing online? Aside from the
obvious, such as full names, date of
birth and address, think of the type of
information you're asked for when
answering security questions for
services such as online banking. The
name of your first school, your mother’s
maiden name, the names of your pets,
our favourite band. Data thieves will

oblox - have voice or text chat facilities,
allowing them to talk to fellow gamers.
Or, sometimes, people pretending to be
fellow gamers. It's very easy for children
to be seduced into divulging personal
data such as their address, birthday or
schooll. It's critical parents both educate
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LOOK OUT FOR LEAKS Qﬁ o KEEP DATA GUARDED
Many security software packages have

The biggest threat to your childs privacy
features that look for personal data leaks or i free. is you. Parents often overshare personal I)
prevent people from entering it into risky sites i full names,
inthe st place. Fo example, Bullguard y ofechook

f ith,thi names of their friends. All of this can be
easily gleaned to build profiles that could
be used to groom your childin online
games or in real life. Exercise extreme
Gaution with social media pos

data such as your email address, debit cml numbers

IMPOSTERS AND PHISHING ATTACKS
passport number and more, and then sends lert: ir i allowing

Even if you're scrupulous about keeping your data Password sharing - using the same password for multiple and dehlh of how to
private on social media, it’s easy to be lulled into sites - is one of the easiest ways to lose control of your . Such software also issues warnings if it sees Likewise, Ifthat's

handing it over to imposters. There are two golden
rules for you and your children to follow: 1. Never
divulge personal information to phone callers,
unless you can be absolutely certain you know who
they are. 2. Never click on links or open
attachments in emails or social media, unless
you're 100% certain they are genuine. So-called
phishing emails are growing ever-more
sophisticated, with fraudsters able to replicate the
exact look of bank emails and even include details
such as account numbers and IDs.

personal data. Hacking of major websites, including
usernames and passwords, is common. If you're using the
same password for a hacked site as you do on your Gmail
account, for example, you're handing data thieves an easy
route into your inbox, where they will doubtless find all
manner of sensitive information, such as bank emails and
contacts. Your email account will often also let them reset
the password on multiple other accounts. Don't share
passwords; use password managers to create strong,
unique passwords for every site.

ersonal data ey high-risk sites.

WARY OF SHARED NETWORKS/SYSTEMS

Avoid en
you're uslng publk WI-FI (In a coffee shop oralrpon, for ‘

network, especially if they e
password is share lmly ‘with customers, Don't do online
shopping, banking o enter any logins/passwords when uing
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concerning your children.

‘ PLAY SAFE IN ONLINE GAMES Q o

shared Wi-Fi. Likew

work, f
ma( cﬂuld be used by others.

Meet our expert

Barry Collins has been a technology journalist and editor

ITVNewsat Ten, He has two children and has written
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ey worker pod with Miss Kierans
-and Mrs Monk

This week we have been reflecting on
our school year as well as talking about
next year. We have done some transition

activities to help with any worries or

questions the children had and their

next school year. We also made some

jigsaw puzzle pieces to put together
which represents us as a pod.
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Key worker pod with
Mr Kitney and Mrs Vaughan

This week we have been discussing
transitioning into our new year groups and
classes. We have written letters to our new
teachers and talked about any worries that
we have moving up the school.




Key worker pod with
Mrs Judge and Mrs Fenn

This week we have been talking about
transitioning into our new classes, we
have had the opportunity to express any
worries and made an ‘all about me’
silhouettes for our new teachers.




EYFS Pods

Super EYFS to the rescue! This week
we have been inspired by the story
Supertato - Supertato comes to the
rescue of the veggie who had been
trapped by the Evil Pea! We have
created our own masks and super
hero outfits, Lily-May even dressed
up as the Evil Pea! The children in
Mrs Watson and Miss Daniell’'s pod
have been busy looking after and
planting veggies in the garden - we
hope they continue to grow over the
summer!




Year 1 Pods

. his week in Year 1, we looked at the
wonderful transition videos and blurbs
from our new class teachers. Then, we
discussed our feelings about moving to
Year 2. This lead us on to the book,
The Colour Monster; a lovely book which
helped us to describe how we feel. We
made our very own Colour Monster using
card and collage materials. We also
took part in an experiment showing
what happens if we do not share our
feelings - they can bubble up and erupt
like the vinegar and bicarbonate of soda
in the experiment.




Year 6 Pods

his week we have been focusing

on transition. We have taken time
each morning to look at the

range of secondary schools that

Year 6
TrO hSITIOﬂ 2020 the children will be attending and
have been reading the

Welcome to Westlands! information that they have
published. We have even taken

part in some of their activities!
The children have then been
given the opportunity to discuss
any worries or concerns that they
have.
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Grammgr school

Highsted Grammar School
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Breakfast Club & After
School Club in September

If you said you needed Breakfast Club
and After School Club provision in
September, you will receive a letter to
confirm your space.

Please make sure you log in and pay on
ParentPay to confirm your space. This

will close on the 1st September.

Returning to School \

Please remember children return
to school on the 3rd September.

Make sure you know the start
time and finish time for you child/
children as these are staggered.




